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INTRODUCTION

Dear Reader,
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attack our critical infrastructure, hold our money and data for ransom, facilitate-daaye fraud schemes, and
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There is no shortage of recent examples showing the-raidging economic and national security effects of cyber

crimes. We have seen cyber threats emanate fabound the world and witnessed the scope and sophistication of

these scams and attacks deepen. As these threats increase, we continue to encourage victims to report cyber incidents

and cyberenabled frauds to the FBI so that we may impose risks and carmsszuon malicious cyber actors.

Because cyberattacks and cyidey’ F 6 f SR TN} dzRa O2y GAydzS G2 | F¥FSOG 2dzNJ S
Complaint Center (IC3) is critical to combatting the cyber threat. The IC3 serves as a public resourceépastibmit

of cyberattacks and incidents, which allows us to collect data, identify trends, and pursue the threat at hand. In 2022,

the IC3 received 800,944 complaints, which is a 5 percent decrease from 2021. However, the potential total loss has
grown from$6.9 billion in 2021 to more than $10.2 billion in 2022.

While the number of reported ransomware incidents has decreased, we know not everyone who has experienced a
ransomware incident has reported to the IC3. As such, we assess ransomware remains ¢hsegioto the public

and to our economy, and the FBI and our partners will remain focused on disrupting ransomware actors and increasing
the risks of engaging in this activity.concert, the public can play a crucial role by taking proactive medsures
prevent and prepare for a potential cyber attack and, if there is an incident, by reporting it to the FBI through the IC3.
Though cybercriminals are continuously seeking to make their attacks more resilient, more disruptive, and harder to
counter, publé reporting to the IC3 helps us gain a better understanding of the threats we face dalily.

¢tKS C.LQa O2YYAGYSyd (2 I aaAa &iablgtIraudsiad ivell ¥siourddicafiah S NJ O NJ
working with partners to combat these crimes, allcwg@ NJ O2y i Ay dzSR &dz00Saa GKNRdJAAK L
Recovery Asset Team (RAT). Established in 2018, RAT streamlines communications with financial institutions and FBI
field offices to assist freezing of funds for victims. In 2022, RAT initiatedaei&i Fraud Kill Chain (FFKC) on 2,838

Business Email Compromise (BEC) complaints involving detmakiioestic transactions with potential losses of

over $590 million. A monetary hold was placed on approximately $433 million, which represents am3pecess

rate. In 2022, RAT saw a 64 percent increase in FFKCs initiated compared to 2021.

While the cyber threat is evgrowing, the FBI remains appreciative of those individuals and entities who report cyber
incidents to the IC3, as that valuablemfiation helps fill in gaps that are crucial to advancing our investigations. Your
efforts are critical to our ability to pursue the perpetrators and share intelligence to protect your fellow citizens. Cyber
is the ultimate team sport, and we are in tfight together. The FBI is relentlessly focused on promoting safety,
security, and confidence into our digitally connected world, and we are eager to continue working with the American
public to bring cybercriminals to justice around the globe.

Timothy Lagan
Executive Assistant Director
Federal Bureau dfivestigation
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THE IC3

¢ 2RI &Qa C. L -dgkiven dndithreanfatuSdd hakichad sé€hiity organization with both intelligence
and law enforcement responsibilities. We are focused on protecting the American people from terrorism,
espionagegyberattacks and major crimial threats which are increasingly emanating from our digitally
connected world. To do that, the FBI leverages the IC3 as a mechanism to gather intelligence and internet
crime so that we can support the public and our many partners with information, sesupgort, training,

and leadership to stay ahead of the threat.

The IC3 was established in May 2000 to receive complaints crossing the spectrum of cyber matters, to
include online fraud in its many forms including Intellectual Property Rights (IPRjsm@tmputer
Intrusions KHacking), Economic Espionage (Theft of Trade Secrets), Online Extortion, International Money
Laundering, Identity Theft, and a growing list of Internet facilitated crimes.December31, 2022, the

IC3 has received oveevermillion complaints. The IC3 mission to provide the public and our partners with

a reliable and convenient reporting mechanism to submit information concerning suspectedriaibed

criminal activity and to develop effective alliances with law enforcemmhtiralustry partners to help

those who report. Information is analyzed and disseminated for investigative and intelligence purposes for
law enforcement and public awareness.

The information submitted to the IC3 can be impactful in the indivadumaplaintsbut it is most impactful

and in the aggregate. That is, when these individual complaints are combined with other data, it allows the

FBI to connect complaints, investigate reported crimes, track trends and threats, and, in some cases, even
freeze stolerfunds. Just as importantlihe IC3 shares reports of crime throughout its vast network of FBI
FASER 2FFAOSA YR g SYyFTF2NOSYSYy(d LI NIYSNERS aiGdNBy
nationally.

To promote public awareness and as @diits prevention mission, the IC3 aggregates the submitted data
and produces an annual report on the trends impacting the public as well as routinely providing intelligence
reports about trends. The success of these efisd&ectly related to the quél of the data submitted by

the public through the publieyww.ic3.govnterface. Their efforts help tH€3,and the FBI better protect

their fellow citizens.
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THE IC® ROLE IN COMBATIING CYBER CRIME

Host a Portal
where Victims
Report Internet
Crime at
www.ic3.gov

Partner with Private
Sector and with Local,
State, Federal, and
International
Agencies

1 Accessibility description: Image ligieL / 0 Q&4 LINA Y| NB FdzyOlGA2ya Ay Of dzRAy 3

Perform Analysis,
Complaint Referrals,
and Aid the Freezing
of Assets

Provide a
Central Hub
to Alert

the Public

Host a Remote Access
Database for all Law
Enforcement via

the FBI’'s LEEP
Website

local, state, federal, and international agencies: hosting a victim reporting portal at www.ic3.gov; providing a central
hub to alert the public to threats; Perform Analysis, CompReferrals, and Asset Recovery; and hosting a remote
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IC3 CORE FUNCTIONS

&)

The IC3 is the central
point for Internet crime
victims to report and
alert the appropriate
agencies to suspected
criminal Internet activity.
Victims are encouraged
and often directed by
law enforcement to file a
complaint online at
www.ic3.gov.
Complainants are asked
to document accurate
and complete
information related to
Internet crime, as well as
any other relevant
information necessary to
support the complaint.

¥

The IC3 reviews and
analyzes data
submitted through

its website to

identify emerging
threats and new
trends. In addition, the
IC3 can quickly alert
financial institutions to
fraudulent transactions

which enables the
freezing of victim funds
if certain reporting
criteria are met.

FEDERAL BUREAU OF INVESTIGATION

PUBLIC

AWARENESS

Public service
announcements,
industry alerts, and
other publications
outlining specific scams
are posted to the
www.ic3.gov website.
As more people
become aware of
Internet crimes and the
methods used to carry
them out, potential
victims are equipped
with a broader
understanding of the
dangers associated with
Internet activity and are
in a better position to
avoid falling prey to
schemes online,

REFERRALS

%

A

The IC3 aggregates
related complaints to
build referrals, which
are forwarded to
local, state, federal,
and international law
enforcement
agencies for potential
investigation. If law
enforcement
investigates and
determines a crime
has been committed,
legal action may be
brought against the
perpetrator.

2 Accessibility description: Image contains icons with the core functions. Core fun@ialfection, Analysis, Public
Awarenessand Referralsare listed in individual blocks as components of an ongoing process.
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IC3 COMPLAINT STATISTICS
LASTFIVE YEARS

Over the last five years, the IC3 has received an aver&§2,000 complaints per year. These complaints
address a wide array of Internet scams affecting victims across theglobe.

Complaints and Losses over the Last Five Years*

351,937 -
2ors. | — e =20 Milon
TotalComplaints
467,361 -
2ors. | — o $27.6 Billion
Total Losses
$4.2 Billion
22 | —
$6.9 Billion
2022 800,944 N
h $10.3 Billior

m Complaints m Losses

3 Accessibility description: Chart includes yearly and aggregate data for complaints and losses over theByears 201
2022. Over histime, the IC3 received a total &26 millioncomplaints, reporting a loss 02%.6billion. * Please see
Appendix B for more information regarding IC3 data.
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TOPFIVECRIME TYPE COMPARSON*

Top Five Crime Types Compared with the Previous Five Years

B 32538

B 23903 m 2022
Tech Support |l 15421 m 2021
B 13633 m 2020
14,408 = 2019
2018

B 30416

B 39.360

Extortion |G 75.741
Pl 43,101
| 51,146

B 1670
I 52,478
I 108,869
I 61,832

" 65,116

Non-Payment/
Non-Delivery

I o
B 51829
B 45,330
P 38,218

| 50,642

Personal Data
Breach

N 300,497
T 323,972

Phishing I 041,342
I 114,702

26,379

4 Accessibility description: Chart includes a victim loss comparison for the top five reported crime types for the years
of 2018 to 2022.
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THEIC3 RECOVERY ASSET TBW (RAT)
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streamline communication witfinancial institutions and assist FBI field offices with the freezing of funds
for victims who made transfers to domestic accounts under fraudulent pretenses

RAT Process

* |f criteriaare met, transaction details are forwarded to tigentifiedpoint of contactt the recipient
bank to notify of fraudulent activity and request freezinghefaccount.Once response is received
from the recinient bank. RAT contacts the anpropriate FBI field office(s).

The RATunctions as a liaison between law enforcement and financial institutions supporting statistical and
investigative analysis.

Goals of RAFFinancial Institution Partnership

1 Assist in the identification of potentially fraudulent accounts acrossetier.
1 Remain at the forefront of emerging trends among financial fraud schemes.

1 Foster a symbiotic relationship in which information is appropriately shared.

Guidance for BEC Victims
1 Contact the originatinfinancial institution as soon as fraud isagized to request a recall or
reversal and a Hold Harmless Letter or Letter of Indemnity.

1 File a detailed complaint with www.ic3.gov. It is vital the complaint contain all required data in
provided fields, including banking information.

1 Visit www.ic3.goYor updated PSAs regarding BEC trends as well as other fraud schemes targeting
specific populations, like trends targeting real estate;paie cards, and Vs, for example.

1 Never make any payment changes without verifying the change with the intended recipient; verify
email addresses are accurate when checking email on a cell phone or other mobée devic

5 Accessibility description: Image shows the different stages of a complaint in the RAT process.








































































